TPETO OCHOBHO YHYUAULLE

“6PATA MHAAAHHOBH

2900 rp.foue Aenyes, ya. “MonkoBHMK OpaHros” 17,
Ten.: 0751 603 02, e-mail: tr_ou_gd@abv.bg, www.treto-gd.com

ITPABUJIA
3a 0€30IaCHOCT HA YYCHUIIUTE B KOMIIOTHPHATA MPeXKa
B Tpero 0cHOBHO yumiiuiue ,,bparas MuwiainHoBu* U B HHTEPHeET!

He.]'IHTe Ha HACTOAILLMUTE HpaBn.ﬂa ca J1a ce:

>

>

rapaHTypa MpaBOTO Ha YYEHMLIUTE HA JOCTBII IO MOAXOJIA MHPOpPMALUsS U MaTepualu B
MperKaTa;

OCBHIICCTBU MMPEBCHIUA U CUHTE3HPA HA €AHO MSACTO I/IH(l)OpMaL[I/ISITa 3a OIMMACHOCTHUTC B UHTCPHCT,

IpPEeNOCTaBsAT KOHKPETHH HACOKM 3a 3aKpuia Ha YdeHMKa U Oe30lacHO IOBEJCHUE B
KOMMIOThpHaTa Mpexa B Tpero ocHOBHO yuwinuie ,,bpars MunaguHosu“ u B IHTEpHET;

10JJ00pM KOOPIUHALUATA U OTTOBOPHOCTUTE HA YUYACTHUIIMTE W/UIIM BCUYKH 3aUHTEPECOBAHH
CTpaHH.

OCHOBHUTE NMPUHIIUNK 32 padoTa B KOMITIOTHPHATA Mpeka B TpeTro OCHOBHO ydwiuIle ,,bpars
MunagunoBu* u B UIaTEpHET ca:

1.
2.

PaBen AOCTBII HA BCUYKH YUCHUIIH,

3amuTa Ha Y4YEHUIIUTE OT BPEAHO WJIM HE3aKOHHO ChAbpKaHHE M HH(OpMalus Karto:
caMOHapaHsBaHe, ThPTrOBUS C HAPKOTHUIM, Xa3apT, MpolaraHAupaHe Ha BPEAHU U OMacCHU
HABULIM U JEHCTBUS KAaTO aHOPEKCHUs, OylauMHUs, MOpHorpadus, TolepupaHe Ha pa3inyuyHU
dopMu Ha HacWiIWe, NPOMOBSIABAHE HA TEPOPH3BM, CTHHYECKA H  PEIUTHO3HA
HETOJIEPAHTHOCT, CAMOYOHIICTBO U JIp.;

3aunrtaHe u 3al1Ta Ha JTWYHaTa HCIPUKOCHOBCHOCT,
HO,Z[FOTOBKE[ " KOHTPOJI Ha YYCHHUIUTC 3a 0e30IMacHo | OTTOBOPHO MMOBCJACHUC OHHaP’IH;

CpTpyAHMUYECTBO B JyX Ha TOJEPAHTHOCT U JOOPOHAMEPEHOCT MEXKIY YYWIHLIETO U
POIUTENNTE/HACTOMHUILINTE.

KommnioTbpHaTa Mpeska B yYWINIIETO C€ M3MOJI3Ba B yUeOHUTE 4acoBe caMo 3a 00pa30BaTEHU
nenu. [lsmata mpexxa oOxBaia KOMITIOTPUTE, CBBP3aHU C KaOeTHU W/ Miu O€3KMYHU BPB3KH,
CUTyHpaHH B KOMIIIOTbPHUTE KaOWHETH, OOOpYABAaHM KIAaCHM CTal W AJAMHUHUCTPATHUBHUTE
MOMEIEHUSI Ha YYMIIUIIETO, KAKTO U YCTpOHCTBaTa (IepCOHATHU CMapTQOHH, JJANTONU U TaOJIeTH)
¢ 0€3KHUEH JJOCTBIT JO HHTEPHET.

Y4yenunure umMart IIpaBO HaA:

1.

PaBen pocten 5o mpexara Ha Tpero OV ,bpats MunaguHoBH®, ¢ U3KIIOYEHUE Ha
KOMIIIOTPUTE B AMUHUCTPATUBHUTE NTOMELIEHUS.

PaGora c ycTpoiicTBara (KOMOIOTPH, JIAITONHU U Ta0JIETH) B MpeXkarta ¢ MOJKpenara Ha y4uTenl.

OOyuenwne 3a 6e30MacHO ¥ OTTOBOPHO TMOBEACHUE B MpekaTa Ha 00pa3oBaTeHaTa HHCTUTYIUS U
B UHTEPHET.

Nudopmarus 3a mpaBuiara 3a paborta B Mpexara.

Curypna nudpoBa cpeia B yUUIHLIETO.



6. IlomsBane Ha MOOWJIHMTE CH YCTPOHCTBA M3BBH YyueOHHs mporec (TMOYMBKaTa U
MEKIyJacHuara), a MpH M3PUYHO yKa3aHWE HAa YYUTEed — M B y4eOHHS dYac 3a IEIUTe Ha
y4eOHuUs TpoIiec.

Yactr I. Otrosopoctn Ha pbkoBoacTBOTO HAa Tpero OV ,bparas MuaanmHoBu® m Ha
YUYHUTEJNTE, padoTemy ¢ UHPOPMANUOHHO-KOMYHUKAUMOHHM TexHoJoruu (UKT)

JIMpeKTopbT HA YUMIIUIIETO:

1. OpraHH3Hpa HeﬁHOCTTa II0 M3NOBJIHCHHUETO Ha TE3W IIpaBUJIa W OCHUIypsBa OOCTHII 10
KOMITIOTbpHATa MpPCiKa, C(beKTI/IBeH U TMOCTOAHCH KOHTPOJI, INIAHUPAHCTO Ha MCPKU I10
opranu3anusTa 3a Clla3BaHC Ha IIpaBuJjIaTa 3a pa60TaTa Ha YYCHUIHUTC B MpEXKaTa U 3aliuTa
OT BPCAHO WJIKM HC3aKOHHO CbABPKAHNUC B UHTCPHCT.

2. OcurypsiBa Ipu TEXHMYECKA BB3MOXKHOCT IpocieasBaHe Ha TpaduKa, OCHIIECTBSIBAH 4pe3
Mpexara Ha 00pa3oBaTeIHaTa HHCTUTYIIHA.

3. Ilpu koHcTaTHpaHe Ha Cilydad Ha KHOEpTOpPMO3, HE3aKOHHO ChAbp)KAHHUE U TOBEJACHUE B
MpekaTta Ha oOpa3oBaTelHATa WHCTHTYIUS W/WJIM B HWHTCPHET YBEIOMsiBa He3a0aBHO
KOMITIETeHTHUTE opraHu — Jlupekmus ,,ConnanHo mojamnoMarase, mo MecTonpeOrnBaBaHe Ha
yueHuka u ['naBHa nupekuus ,,bop0Oa ¢ opraHuzupanara nNpecTbIIHOCT®, CIICIUATU3UPAHUSAT
otrnen ,,KubepnpecrbnHoct Ha MBP. B Te3u ciyyam oka3Ba HYKHOTO ChACWHCTBHE Ha
KOMIIETEHTHUTE OPraHd C LEJ YCTAHOBSIBAHE HA M3BBPLIMTEIWTE W NMPEANPUEMA MEPKHU 32
MPOTUBOJICCTBUE W TMpEeMaxBaHE Ha CHOTBETHOTO ChIbpPKAHME OT MpeKara Ha
oOpa3oBarenHaTa WHCTHTYIHs. Moke Ja TojlydaBa M KOHCYJITAHTCKA TIOMOII OT
Hanmonamuus neHThp 3a 6e30maceH HHTEPHET.

4. Opranmsupa B HayaJlOTO Ha BCAKa ydeOHAa ToOJMHA 3al03HABAHE HA YYCHUIUTE U
pOIUTENNTE/HACTOMHULIUTE C MpaBUiIaTa 3a Oe3omacHa paboTa B Mpexara.

5. OcurypsiBa OTrOBOPHO JIMILE (CIOYXKUTEJI WJIA HAeT BBHIIEH CIELHMATUCT), KOETO [Ja
U3IIBJIHABA (YHKLMUTE HA CUCTEMEH aJIMUHUCTPATOP.

Yuureanrte u yuureaure, padoTemu ¢ HHPOPMAUMOHHO-KOMYHUKANMOHHYU TEXHOJIOTHH
(MKT) ca 1JibKHM a2

1. PazsichsiBar mpaBuiiaTa 3a 0€30MacHO M OTTOBOPHO TOBEACHUE MpH padoTa B MpexaTa Ha
Tpero OV ,.,bpats MunaguHoBu* U B UHTEPHET.

2. OcphbllecTBsIBAT IOCTOSHHO HAONIOJIEHME M KOHTPOJ BBpPXY paboTara Ha YyUYCHHWIIHTE B
Mmpeskara Ha Tpeto OV ,,bpara MunanunoBu® B yueOHO BpeMe.

3. Ilpennpuemat He3a0aBHM MEPKH 3a IIPEYCTAHOBSBAHE HA AOCTHIIA HA YUEHHLIUTE 710 HE3aKOHHO U
BPEIHO CHIBbPKAHKNE B MPEKATa.

4. YBenmomsBaT He3a0aBHO JUPEKTOpA HA YUWIMILIETO MPHU HAapyllaBaHE Ha MpaBWiaTa, clydyau Ha
KHOEpPTOpPMO3 WM NMPHU YCTAHOBSBAHE HAa HE3aKOHHO W BPEIHO ChIbP)KaHUE WM MOBEJICHUE B
MpesKara.

5. Oxa3Bar mojkpena Ha Yy4YyeHUIM — OOEKT Ha KuOepTopMO3, Ype3 II'bpBOHAYAJIHA
IICUXOJIOTMYECKa MOJAKpEeNa OT YUWIMIIHUS ICUXOJIOI MM 4Ype3 pa3roBOp OT CTpaHa Ha
y4uTeN 382 CHUYKaBaHE Ha HAMIPE)KEHUETO Y YUCHHKaA.

6. Curnanusupar npu HeooxoaumocT [upekuus ,,ColuamHo MoarnomMarate’ mo MeCcToX1BeeHe
Ha y4eHMKa C 1IeJI OLICHABAHE HAa HYXKAaTa OT HACOYBAHE KbM COLIMAIHM YCIIYTHU 33 OKa3BaHe
Ha T0CJe1Balla MOJKpena.



CucTeMHUAT aAMUHUCTPATOP:

1.
2.

OcurypsiBa o61ara 6€30MmacHOCT U (PYHKIIMOHATHOCT Ha MpEeKaTa.

Hpe;[nara U Ipujiara MCPKH, OrpaHH4YaBalllkd AOCThIIa HAa YYCHUUHUTC OO0 BPCAHO WA
HE3aKOHHO CBHIbp)KaHWE M TIOBEICHHE B HHTEPHET B CBHOTBETCTBUE C JEHCTBAIIOTO
3akoHOJaTeNCcTBO Ha PenyOnuka boarapust.

M3BbpiiBa mnepuoguyeH TMperje]; Ha KOMIThbpHata wMpexka Ha Tpero OY , bpars
MunaauHOBH® 3a HaJTMYME HAa BH3MOXHU 3aIlJIaXd U PUCKOBE 32 CUTYPHOCTTA HA YYCHUIIUTE
pu paboTa B UHTEPHET.

Cnemu Tpaduka, OCHIIECTBSIBAH 4pe3 KOMMIIOTbpHaTa Mmpexa Ha Tpero OV ,Bpars
MunmaguHoBu®.

[Ipennpuema He3a0aBHM MEpPKH 3a INPEYCTAaHOBSBAHE Ha JOCThIIA HA YYCHHULIUTE [0
HE3aKOHHO U BPEIHO ChAbPKaHUE B MpEKaTa.

YBenomsiBa He3a0aBHO AUPEKTOPA HA YUMIIUIIETO MPH CITydau Ha KHOEpTOpMO3, HapyIlIaBaHe
Ha [paBWiaTa WM IpPU YCTAaHOBSIBAHE Ha HE3aKOHHO ChIbP)KaHUE WIM IOBEICHUE B
MperKara.

CLI[GI‘/'ICTBa 3da YCTAHOBSIBAHC Ha MU3BBPUIUTCIIM HaA KI/I6epT0pM03 H IIpujiara MCPKH 3a
OorpaHn4aBaHC Ha TaKWBa ClIydau.

Yacr II. ITpaBa 1 0OTTOBOPHOCTH HA POAUTEJINTE

Poaurenure umar ImpaBo Ja:

1.

HonyanaT I/IHCI)OpMaI_II/IH 3d PUCKOBCTC U 3aIlJIaXUTC 3a 0€30I1aCHOCTTA Ha TEXHUTE JAc1a Ipu
pa60Ta B UHTCPHCT B YYUJIMIICTO WU BKBIIH.

bvaar CBOCBPCMCHHO I/IH(I)OpMI/IpaHI/I, aKoO ACTCTO UM € 00€EKT Ha KI/I6epTOpMO3 B YUMJIUILIECTO.

3

VYyacTBaT CbBMECTHO C PBKOBOJCTBOTO Ha Tpero oCHOBHO yuywnwiue ,,bpars MwuinaanHoBH
IIPU pa3pellaBaHe Ha BCEKM KOHKpETeH MpoOseM, CBbp3aH C HapyllaBaHe Ha MpaBWiiaTa OT
CTpaHa Ha TEXHUTE JeNa.

YyacTBar ¢bC CBOHU MPEAJIOKCHUSA B ONPCACIIIHCTO HA IpaBUJIaTa U MCPKUTEC 3a 0e30I1acHo
H3M0JI3BAHC HA UHTCPHET B YUMIIMIICTO.

[Tonmyyar napopmanus 3a THPOPMALMOHHO-CUTHATM3ALMOHHHN TUIATHOPMHU KATO:
www.gdbop.bg;

www.cybercrime.bg;

www.spasidete.com;

www.safenet.bg;

www.facebook.com/bgcvbercrime.

Poaurenure HOCAT OTTOBOPHOCT Ha:

1.

ITomorHaT Ha AeTeTo cu Ja U3rpaau YMEHHMs 3a OHJIAH OO0IlyBaHe U O€30MaCHO M3IO0I3BaHEe
Ha UHTEPHET.

OC’I)IIIGCTBSIBaT IMOCTOSHCH KOHTPOJI 3a CUTYPHOCTTA Ha ACTCTO CU B MHTCPHET.

[IposBsiBAaT WMHTEpEC KbM AaKTUBHOCTTa Ha JETETO CU B MpeXara, BKIIOUUTEIHO H
Ch37aBaHETO Ha NPO(UIM B COLMAIHU MPEXH U PErucTpaluy B caiiToBe M MOOWIHU
NPUJIOKEHUS, KaKTO M Ja Pa3siCHAT TMOCIEACTBUATA OT CH3AABAHETO  M/HIHU
Pa3NpOCTPAHEHUETO HA OMPENETIEHO ChAbPKAHUE.


http://www.gdbop.bg/
http://www.cybercrime.bg/
http://www.spasidete.com/
http://www.safenet.bg/
http://www.facebook.com/bgcvbercrime.

4.

Ilpu ycraHOBsiBaHE, Y€ IETETO MM € JKEPTBa HAa KMOEPTOPMO3, Ja CUTHAIM3UPAT Ha OTAEIN
,KubeprpecTbnHocT KbM [ MaBHA aupekus ,,bopda ¢ opranusupanaTa nmpecTbITHOCT
(http://www.cvbercrime.bg/bg), WK Lentnpa 3a Oe3omnaceH HHTCPHET
(https://www.safenet.bg/), kakto u MoraT 1a HOThPCAT ChiackcTBUE OT Jupekiws ,,CorranTtHo
[oJIIoMarase’ o MECTOKMBEEHE Ha YUEHHKA C [1€J1 OKa3BaHe Ha IICHXOJIOTHYECKaA MTOIKPEIa.
B T03u ciyuait TpsiOBa ma yBemomat (B yCTHa WM mUcMeHa ¢opma) u aupekropa Ha Tpero
OV ,.bpars MunagunoBu*.

C’bXpaHHBaT 3ApaBETO Ha ACTETO, KATO MPOCICAABAT BPpEMETO 3a U3II0JI3BaAHC HA HHTCPHET.

VYBenomsr nupekropa Ha Tpero OV ,,bpars MunanguHoBu®, Koraro UM CTaHE U3BECTHO, Y€
JIETETO UM € 00EKT Ha TOPMO3 OT APYro JeTe, C KOETO Ca ChY4YEHHULIH.

Yacr II1. O61um npaBuJia 3a 6e301acHO 00IyBaHEe B MHTEPHET 32 YYeHHUMTe (AJalTHPAHHU 32

TSIX)

Kato YYE€HUK CBbM AJBKEH J1a CllasBaM CJICIHUTE INMpaBujia (AKO CC 3aTpydHdABaM B TAXHOTO
pa361/1paHe, MOra Ja Imojiy4a noaxkpemna oT poauTeil Wik OT YUUTECII, 34 1a MU 6’[>I[aT 065{CHCHI/I.)Z

1.

10.

11.

He naBam smyna wH(OpMamus: mMme, aapec, Mapoja OT EJIeKTPOHHA Iomna, mpopui B
collMajHa Mpexa, JInueH Tele)OHeH HOMED, YUMIHILETO, B KOETO yya.

He nmaBam mHpopmamms 3a MectopaboraTa WM JHYEH U CIIy)KeOeH TenedoHEH HOMep Ha
POAUTENNTE, HACTOMHULIUTE, ONU3KUTE, MPHUATEIUTE, ChYYCHUIIUTE W IO3HATUTE CcH 0e3
TSAXHO Pa3pelicHue.

He H3IIpaniaM U HE KadyBaM OHJIaiH CBOM CHUMKH U BUACA, oe3 npcan ToBa Aa € O6CL,Z[CHO n
B3€TO PCUICHUEC C POAUTCIIUTC MHU.

He m3npamaM 1 He KauBaM OHJIAMH CHUMKHU W BHJEa Ha MPHUATEIH, CbyYEHULU, POJAHUHH,
yuutenu, OJIU3KH, O3HATH U Ap., 0€3 Ipeau ToBa Aa € 00ChIEHO C TsX, a B ClIydauTe, KOrato
ce Kacae 3a MOM IPUATENH, CbYYECHHUIH, a € ChIVIACYBAHO OT TSAXHA CTpaHa U C POJUTEIUTE
uM.

He otroBapssM u He oTBapsiM INpuKaueHH (paiijloBe Ha eNEeKTPOHHA IOINa, MOJIyuyeHa OT
HEeno3HaT nojarein. T MoXke J1a ChabpkKa BUPYC WK Apyra 3JI0BpelIHa Iporpama, KosrTo Jia
yBpeau KOMIIOTbpa/TenedoHna/Tabiera UK Ja ro HanpaBH ys3BUM 32 BbHIIEH JOCTBHII.

[Ile ce mochBETBAM C POIUTEIHUTE CH/YUUTEN, MPEIU J1a CBAIS WM HHCTAIMpaM HOBa
MporpaMa/mpuiioKeHne Ha KOMITIOTBHD, TeleoH, TableT, KaKkTo M He MpaBs HUIIO, KOETO
MOXeE Jla YBpPeAW KOMITIOThpPA WK 4Ype3 N1aJeHO ACHCTBUE J1a C€ Pa3KpHUAT JaHHU 32 MEH U
CEMENCTBOTO MH.

Hemara, xouto mpaBs B WHTEpPHET, HE TpsAOBa 1a BpeAsIT Ha APYrH Xopa WIH Ja
MPOTUBOpPEYAT HAa YCTAHOBEHUTE MpaBuia (4acT OT TAX ca YPEJACHH B 3aKOHH).

W3BecTHO MU e, 4e € 3a0paHCeHO J1a Ce M3IMOJ3Ba YYKAO MOTPEOUTEICKO MMe, mapojia U
€JIEKTPOHHA TOIIIA.

He numa u He xauBaM HUIIO, KOETO MOXE Ja € OOMJHO WJIM YHU3WUTEIHO 3a MEH WIH 3a
JPYyTH Xo0pa.

HezabaBHo mHbOpMupaM BB3pacTeH (pOIUTEN, YUYMTEN, AUPEKTOpP), KOraro MoMajHa Ha
MaTepHaliid, KOUTO M€ Kapar Jla ce YyBCTBaM HEyIOOHO WJIM Ha MaTepuald C BPEIHO WIIH
HE3aKOHHO ChIbp)KaHUE, KOETO MOXKe Ja ObJe mopHorpadus, MpOMOBsSABaHEe HA HACWIHE U
TEPOPU3BM, ETHHUECKA U PETTUTHO3HA HETOJIEPAHTHOCT, ThPTrOBHSI ¢ HAPKOTULIU, Xa3apT U Jp.

He otroBapsm Ha cboOIIEHHSI, KOUTO ca OOM/IHU, 3aIUTAIIUTENIHN, HEMPUIMYHU WIH M€ KapaT
Ja ce 4yBCTBaM HeynoO0Ho. MHdopmupaMm poautenuTe CH/KIACHUS PHKOBOAMUTEN, YUUTETN,
JTUPEKTOP 3a TaKUBa ChOOLICHHUS.


http://www.cybercrime.bg/bg
https://www.safenet.bg/

12.

13.

14.

15.

16.

17.

18.

19.

20.

AKO HSKOW Me O0MXJa MJIM TOPMO3M OHJIAMH, HE oTroBapsM. JlokiaaBam ro Ha OTTOBOPEH
Bb3pacTeH (poauTeN, yUuTenl, JupekTop). Mora u caM Ja 10K/IajgBaM, KaTo 0JaM CUIHAJl Ha
CaMHsl CalT WJIM HA MIOCOYEHUTE aJIPECHU:

www.gdbop.bg;
www.cvbercrime.bg;
www.spasidete.com;
www.facebook.com/bgcvbercrime;
www.safenet.bg

u ro 6mokupam. JloOpe e n1a HampaBsi BeHAra eKpaHHa CHUMKA (CKPUMHILIOT) Ha ChOTBETHUSA
pasroBOp WIK ChAbPIKAHUE KaTO €JIEKTPOHHO JI0KA3aTEJICTBO, KOETO MIPEIaBaM Ha OTTOBOPEH
BB3pacTeH (POJUTEN, YUUTEN, TUPEKTOP).

BuumaBawm, koraro pasroBapsim B uat. [lomus npasBuio Ne 1: ye xopaTa OHIaliH HE BUHAru ca
T€3HU, 3a KOUTO Ce€ MPEACTaBAT U MoraT Ja ThPCAT ompenesieHa MH(opMalus, ¢ KOATO Ja
3TI0YTIOTPEOSIT ¢ MEH WiH ¢ Apyrute xopa. [IpaBuio Ne 2 e, ue He mpaBsi HUIIO HA IPYT YOBEK
B MpE’KaTa, KOETO HE UCKaM Jla MM C€ CIIy4YH U Ha MEH.

Axo ce cityuu Jia rmomnajiHa Ha HH(opManus Win Ipyro Chabpikanue B Mpekara, KOeTo He MU
XapecBa WM M€ IUIAIld MO0 HSAKaKbhB HA4YWH, MOTa Ja IOJaM CHTHajd Ha JCHOHOIHATa M
O0esruratHa Hammonamnata Temedonna nwHMS 3a  gema 116 111, Ha oraen
,,Kubeprnpecrsrroct Ha I'JIBOIT (http://www.cybercrime.bg/bg), na Llentbpa 3a 6e30macen
UHTEpHET Ha anapec: Www.safenet.bg, wnu Ha Texnus tenedon 124 123, unam npe3 dyar-
Mo yia Ha Www.safenet.bg.

He tpsioBa a mpueMam cpely ¢ JHIa, ¢ KOUTO ChbM CE€ 3all03Hall/a B MHTEPHET, OCBEH CJIe]
ChIacHeTo Ha poxutenute Mu. [IOMHs, 4e XopaTa, C KOMTO CE 3all03HaBaM OHIIAMH, HE
BUHAru ca Te€3u, 3a KOUTO CC IMPCACTABAT. OnurBaM ce BUHAru Ja IpoBEpABaM Jajid YOBCKBT
OTCpellla HAUCTHHA € TO3H, 32 KOTOTO Ce MPE/ICTAaBs, Ype3 MPOBEpKa Mo UMe, UMEil1, CHUMKa
¥ KOHTPOJICH BBIIPOC, HAa KOMTO OM TpsOBao ja 3Hae OTroBOpa, ako € HauCTHHA TO3H. [lpu
CbMHEHHE MOJKE Jla MoJaM CHTHaJ WIM Ja TOTbpCS ChbBET Mpe3 caiita Ha LlenTbpa 3a
Oe3omacen uHTepHeT WWW.safenet.bg.

N3non3BaM HacTpoiikuTe 3a 0€30MacHOCT W 3alluTara Ha JTUYHUTE JAaHHHU HA COLMATHHUTE
MpEXH, MOOMITHUTE TIPIIIOKEHUS U Opay3bpuTe.

WznomsBam ¢yHkuusATa 3a Oe3omnacHo cbpdupanHe. He mocemiaBam caiiToBe B HMHTEpHET,
KOHTO Ca CbC ChIbPKAHKUE, HEMOIXOIIIO 32 AETCKA ayAUTOPUSL.

W3nom3BaM TpyAHU (ABJITH, C TJIABHU M Majku OyKBH, HM(pH M CHEIHUaTHU 3HALK) U
Pa3JINYHU 32 BCEKU CAaUT MapoJIu.

W3non3BaM aHTUBUpYCHA Mporpama, KOSITO CleBa PEIOBHO /¢ ce€ OOHOBSIBA. 3aeqHO C
OTTOBOPHHUTE BB3PACTHU (POAUTEN, YUYUTEN, JUPEKTOP), TMOIAbpPXKAM IOCICAHUTE
AKTyaJIM3UPAHU BEPCUU HA BCUUKHU IPOIPAMU U IIPUIIOKEHUS.

Axo mom3BaM 001 KOMIIIOTPH, BUHATH MTPOBEPSIBAM Jalil ChM H3JIS3BJ/H3IIs31a OT mpoduia
CH, Cllel KaTo CBBPIIM yaca. B ciydail, ye Hamepsi yCTPOWCTBO, Ha KOETO JIPYr YUEHHK €
paboTuii, HO HEe € 3aTBOPIII Mpoduia CH, BeIHAra IIe W3JIsg3a 0e3 /1a Mperyiek1aM, MPOMEHIM
WM 100aBsiM nHGOpMaLKs B IpoQuia My.


http://www.cybercrime.bg/
http://www.spasidete.com/
http://www.facebook.com/bgcybercrime
http://www.safenet.bg/
http://www.cybercrime.bg/bg
http://www.safenet.bg,/
http://www.safenet.bg./
http://www.safenet.bg/

CXEMA 3A YBEJIOMSABAHE B CJIYYAW HA KUBEPTOPMO3

o O
Tare Pozm;ren,
HaCTOMHMK,
v
none4yunrTes, Apyr
rmoJiarail rpuku
3a I€TETO
Cucremen
aJIMUHHCTPATOP
(caysxuren uiu
BBbHIIEH Yuuren, sp3nurarel,
CMELUAJTUCT) PBKOBOAMTE!
| nanpasnenue UKT,
JIHPEKTOP,
Meaaroruyecku
CreLraiIucT
v
v
Hupexrop / Hupexuus
HauwnonanHa Tes1. muHus 32 ,,CommanHo
meua 116 111 noanomaraxe”

www.cvbercrime.bg
www.safenet.bg
tesn. Ha LlenTsp 3a OGe3zonacen
unrepHer 124 123

KPATBHBK PEYHUK U JOIIBJHUTEJIHU CBBETHA:

KAUYBAHE U CIIOAEJSAHE HA CHUMKMUM — CHuMKH WM BUAEO Ha JETE, YUCHHUK, POJUTEN,
YUUTEN, JUPEKTOP, TICUXOJIOT, PECYPCEH yUuTel, OJU3KH, PUATEIH, MO3HATH WM HETO3HATH JIUIa ca
nyOJIMYHO JOCTHITHU M300paKEHHs B MHTEPHET, KOUTO MOTaT Jia ca KaueHH OT POJIUTEIUTE WIH APYTH
YJICHOBE HAa CEMEHCTBOTO, MPUSATEIH, ChbYYCHUIM MU Jp. Te3u, KOUTO ca T CIOACITHIN/KAuWid B
MHTEPHET, MOXKE J]a UMaT M3LSJI0 JO0OpH HaMepeHUs KbM Hero/Hes. Ho TakoBa chIbpKaHUE MOXE Ja
HaKbpHsIBA JIMYHOCTTA M JOCTOMHCTBOTO Ha JuLeTOo. [IpenopbunTesHO € M0 HUKAaKbB MOBOJ J1a HE Ce
KayBaT CHUMKH Ha JIeTe, 32 KOUTO MMa M Hali-MaJIkOTO ChbMHEHHE, Y€ MOraT Ja My HaBpeaar u 0e3
HEeroBo cbriacue. COAENSHETO Ha CHUMKH € YECTO CPELIAHO SIBJICHUE B COLMAIHUTE MPEXKH, 3aTOBA
OCHOBHA TIpernopbka € MoJJOOHU CHUMKH JIa c€ CIOENAT caMO C XopaTa OT CIHCHKa C MPUATENN Ha
YOBEKa, KOMTO HMCKa Ja Kayl CHHMMKaTa, M OIIe MO-A00pe - caMo C rpynara Ha Hail-Onu3ku
MpUATENIM OT pEaNHUs KHUBOT. BakHO €, KOraro ce CHHMMa ChC CMapTQoOH, Ja ce yBepuTe, ue
CHUMKHUTE HE C€ KauBaT aBTOMAaTUYHO B Tpoduia Ha POIUTENS WU JETETO B CAaWTOBE KaTo
Wucrarpam, Hanpumep. B mpoduiinre cu B colMaaHUTE MPEXU TpsOBa Ja CTe CUTYPHH, Y€ CTe
HACTPOWJIM JOCThIA JO CHUMKHUTE CH Taka, 4e J1a c€ BWXKAAT caMo OT npusrenute Bu. Cwiioro ce
OTHACS U 32 HACTPOMKUTE HAa 0OJIAYHU YCITYTH, B KOUTO CE ChbPKAT CHUMKH U WH(OpMAILIHSIL.



OHJIAVIH (KUBEP)TOPMO3DbT mnpejcTaBisBa H3MNOI3BAHETO HA HMHTEPHET 3a HAHACAHE HA
€MOIIMOHAIIHA BpeJa BbPXY Ipyrd Xxopa. TOPpMO3bT B HHTEPHET MOXKE Ja MMa pa3nudHu ¢opmu. Toii
MOJXKE Ja MUHaBa Tpe3 Pa3lpOCTpaHsSBaHE HA MOAUTPABATCIHH M OOMIHH CHUMKHU U BUJICOKJIUIIOBE B
caiiToBe 3a crojeisHe Ha BuUAeochAbpkaHue kato Vbox7 u YouTube, ch3maBane Ha ¢anmuBu
npoduIu ¢ OOUIHO ChABPKAHUE B COLMATHU Mpexu kato Ask.fm, deiicOyk u MHcTarpam, Kakto u
B CBHOOIIEHUS M M300paKeHHsI B NMPUIOKEHHUS 32 KOMyHUKauus karo Ckain u Baitowvp, unm B
U3MpAIIaHeTO Ha OOUTHU CHOOIIEHUS 1 KOMEHTapH, B CHILUTE CATOBE U MIIATHOPMHU.

KPA’XKBATA HA INIPO®WUJI (xakHar mnpodgui) NpeAcCTaBisBa MPUCBOSBAHETO HA YYXK]
nmoTpeOuTencku mpodui B colMaHa Mpexa, Iuiardopma 3a obOmyBaHe (Hampumep DelcOyk),
eJIEKTPOHHA TOIIa UK Apyr caidT. Kpakbara craBa Bb3MOKHA Ype3 BIU3aHE C MPaBUIIHATA HapoJia
U HelHaTa MOAMSHAa C HOBAa U HEHU3BECTHA 3a YOBEKAa, HAa KOTOTO IPUHAAICKU HPOPHUIBT.
Bp3moxkno e cien kpaxOata mpodmuIbT ga ce M3MON3Ba 0€3 3HAHUETO M ChIVIACHETO Ha
I'bPBOHAYAIIHUS COOCTBEHMK. AKO Ha JieTe IOJ 3aJbJDKUTEIHATA 3@ [IOBEYETO COLMATIHH MPEXH
BB3pacT oT 13 roaunu (Ta3u Bb3pacT € TakaBa, 3all0TO MO-TOJIsIMAaTa YacT OT MOMYJSPHU COLMATHU
MpEXH Cca aMEepHMKaHCKM M IpaBWiaTta 3a IOJ3BaHe ca CbOOPAa3eHH C aMEpUKAHCKOTO
3aKOHOJATEJICTBO) ce€ ch3naBa coOcTBeH mpo¢wmin BbB DelicOyk, MHOTO € BakHO IpH M300pa Ha
BBb3pacT Aa ce uzbepe nmox 18 roauHu, ThH KaTO 32 HEMbBIHOJETHUTE NOTPEOUTETN MMa BaKHU
JOMBIHUTEITHH 3aLIUTH.

KPAXKBATA HA JIMUHU JAHHHM e Bujg KOMOIOTHPHO IMPECTHIUICHHE, MPU KOETO Ce
MpUIOOUBAT YUYW JIMYHU JaHHW C [ell (PUHAHCOBAa M3MaMa WJIM 3JI0yNmoTpeda KaTro TerJieHe OT
0aHKOBa CMETKa, WIM KaHAMIATCTBAHE 3a KPEAUT OT UYKJO MMe. Ta3u OmacHOCT MO MPUHLHUI He
3acsara Mo-MaJKUTE Jela, KOUTO HEe MPUTEXKaBaT JIMYHU JOKYMEHTH, OAaHKOBU CMETKH HJIU KapTH.
Ho npu tuitnelimxppute Hag 14-roauiiHa Bb3pacT TO3M PUCK CTaBa aKTyaseH.

OUIINHI' ATAKHUTE ca Hnaii-pasnpoctpanenara (opma Ha VHTEpHET M3MaMa M IIHUPOKO
U3II0JI3BAaH MOXBAT OT KOMIIOTHPHHM MPECTBIIHUIM 3a IOJydyaBaHE Ha BakHa MHQopmauus. Tosa
npecThIieHne ce Hapuda ,,pummar (,,phishing — ,3apubssane”, mpomsmuza ot fishing —
pHrOOJIOB), 3aIl0TO €IEKTPOHHUTE CHOOLIECHHS, KOUTO CE pa3lpaluar, ca Karo ,,BbAULIHU ¢ OCHOBHA
1€ TIOTy4aTelIuTe 1a C€ ,,XBaHaT * Ha TAX IOPAIU CBOSITA HEOIUTHOCT M HEOCBEJOMEHOCT, KaTO UM
otroBopsAT. [Ipu ¢uimmHra M3MaMHHLIKTE paslpamar eJIeKTPOHHA Mola, KOATO MpeTeHAupa, 4e
uBa OT IOYTEHAa KOMIIAHUS U CE€ ONUTBAa Ja yOenu Mosydaresis JAa Jaje BakHAa JIMYHA WIIU
¢unancoBa nHpopMmanys. EnekTpoHHOTO chOoOLIEHHEe OOMKHOBEHO MOJHM Ja Ce U3IMPATAT JIMYHU
JAHHW W JIaHHU 3a 0aHKOBa CMETKa B OTTOBOp WM Ja C€ BbBeAaT Ha yeOcalT, KbM KOWTO MMa
Bpb3Ka. Te3u JaHHU ca HalpuMep MOTPEOUTENICKH UMEHA, NTapOIN U HOMEpa Ha KPEIUTHHU KapTH.

SAIUTA HA KOMIIIOTBPHUTE MPEXKHU OT OITACHA EJIEKTPOHHA ITOIIA

1. He TtpsbBa na ce mposiBABa WHULMATHBA 3a IOJyyaBaHE Ha HMMEWJ NUCMa, UHTEPHET
CTpaHMIIM, KOUTO IpeJyIaraT Oe3IuIaTHU WM MJIaTeHU YCIIYTH U CTOKH, YeCTO Mpeasaraiy aa
BU U3NpPATAT NpoMoluu 1o e-mail. OTkaxeTe TakaBa yciyra.

2. Vwmeiin agpecsT ce crojens caMo npu Hyxaa. Korato ce mpenaBa mo eIuH WIH JIPYT MOBO/,
ce BHHMMaBa 3a CIIEHUTE JBE HEIAa: MIHPBO A OpPraHU3aIUsATa WU YOBEKBHT, KOUTO TO
MoJy4yaBaT, L€ BU M3MpaTH HEXKeJIaH MMEWJ; BTOPO, MOXKE JIM Jla C€ pa3uuTa, 4ye HUMEW
aJpechT HAMA Jla ObJie JaJieH Ha TPETO JIUIIE.

3. He ce oTBapsaT umeiinure B HexxenaHa noua. Hukora He ce oTBapsiiite nmpukayenu (aiiinose B
CHOOIIEHHUS OT HEMO3HAT U3MpaIniady. AKo He ce Mo3HaBa UMETO B MOJETO ,,OT*, HEe OTBapsiTE
npukayeHus ait.

4. AKO ce MoJyYd HeOYaKBaHO CHOOIIEHNE ChC CTPAHEH MpUKaueH (aiil OT MO3HAT M3Ipaliay,
TO OM MOTJIO Ja ChABpKA BUPYC. MHOTO 3J0BpEIHH MPOTPaMU CE€ Pa3MpOCTpaHsBaT 0
BCHUYKHM KOHTaKTH, KOUTO HaMepsT B TOIIaTa Ha 3apa3eHHs] KOMIIOTHP. TakuBa ChOOIICHHS



10.

12.

13.

14.

15.

4ecTo uMaT CTpaHHa TeMa WU UMe Ha mpukadeHus ¢ain. Yectro ToBa € IIETOBUTO
ChOOIlleHHEe, HAChpyYaBalll0 IOJydaTess Ja BUIM KapTUHKA WM J1a TpoveTe NpHUKadyeH
TekcTOBU (paiin. BuHarm m3mckBaiiTe MOTBBPKICHUE OT H3Mpaliada, Mpead J1a OTBOPUTE
ChOOIIIEHNE WIH MTPUKadeH (aiii OT TaKbB BUL.

[TpoBepsiBa ce MBIHOTO MME Ha mpukadeHus (aiin. CKpUTHTE pa3mIMpeHusl OT UMETO Ha (aiiia
Morar J1a 3a0JyIAT Jla OTBOPUTE 3apa3eH MpUKaveH (aityr oT umeiina. Bunaru ce mpoBepsiBa nanu
MMEH TMPWIOKEHHETO TMOKa3Ba WBJIHOTO UME Ha MNpUKadeHHs Qailsl, BKIOYUTEITHO
pasmmpenueTo. Bupycu u yepBen morat Jia ce ChABPKAT BbB (ailyioBe, KOUTO U3IIIEKAAT KAaTO
KapTHHKH, HApUMep ¢ pasiiuperue .jpg. Ho € Bb3MOXKHO /1a ©MaT CKPUTO pas3lIupeHue, KaTo
.eXe Wi .vbs KbM UMETO Ha (aiiia, KOeTo 03Ha4YaBa, ue MpUKaueHUAT Gaill He € KapTHHKA, a
rporpama, KOsITo IIe C€ CTapTUPa, IIIOM C€ OTBOPH NMPUKAUYCHUSI (aii.

BuumaBa ce ¢ QanmuBuTe MpenynpexacHus 3a BUpycH. DaliBUTe MPEIyNpPEKICHUAS 32
BUpPYCH ca HU3BECTHH Kato ,hoaxes“. ToBa e ¢anmmuBo choOIIEHHE, KOETO MOABEXKIA
MOTpEOUTENUTE Ja BSpBAT, Y€ ca MOJYYWIM BUPYC U TH HachpuaBa Ja MpEnparsT
MPEAYINPEXKICHUETO Ha BCEKU, KOTOTO MO3HABAT.

He otBapsiite umeiin, cbIbpikall HexenaHa pekiama. Toll mMoxe aa ObAe M3IO0JI3BaH 3a
IIpeHacsiHe Ha BUpycH U dyepBed. OT choOpaXkeHHs 3a CUT'YpHOCT Ou TpsiOBaso Jja U3TpUBaTe
BCUYKHU PEKJIIAMHHU CBHOOIIEHUS OT HEMO3HAT U3Ipalay BeHara, 0e3 1a 'l OTBapsITe.

He ce u3non3sa caMo €Ha MOIEHCKa KYyTHs 34 BCUYKO. CHCI_II/IaJ'II/ICTI/ITe 110 KI/I6€pCI/IprHOCT
npenopbpYBaT Ja C€ OTKPUBAT HAKOJIKO Pa3JIMYHU IMMOIIU U J1a CC PasACiIAT 110
npcaHa3sHaA4YCHUC.

W36srBaiiTe ChbIIO TaKa Ja mperpamare nucMa MEKAy HAKOJIKO Balllk IMMOMICHCKU KYTHH.

He e mnpemoppunTenHo na ce mpernpamiar MucMa A0 HSKOJIKO YOBEKa €IHOBPEMEHHO.
Oco0eHo TakuBa, OT TUNA — ,,IpErpaTeTe ro 10 7 YOBEKa M IIe BH CE CIIYYH HEemo Xy0aBo™
WIH ,,JIOMOTHETE Ha OOJIHOTO MHU JIeTe, KaTo MperpaTUTe TOBa IMHCMO HAa MHOTO XOpa, €Iu
KOW CH 1e MH Jaje 3a BCeKH 3 uMenna 5 meHta“, nampumep. Tesum mnmcMa ce
pasmpocTpaHsBaT C 1€l CbOMpaHe Ha JCHCTBUTENTHU HMMEHN ajpecu, Tbil Karo mpu
Mpenpaiiane, KbM MUCMOTO C€ T00aBSAT aBTOMATHYHO U a/IpECUTE HAa TIPEIHUTE TOJTydaTesu.
Crnen HSIKOIKO TMpempaliaHus, B €IHO TaKOBa MHCMO C€ ChOUpAT HIKOJKO CTOTHUIIM PEalHU
MMEIIT aJpeca, KOUTO CJIe]] TOBa Ce MpoJiaBaT Ha GUPMHU 3a CIIaM.

AKo Bce mak HMcKaTe Aa MpenpaTUTe HAKAKbB TEKCT MM MHPOPMALUs, KOSITO CTe MOTYUHIIH,
KOIIMpaWTe TEKCTAa U TO U3IpareTe Karo HOoBO nucMo. He nmpenpamniaiite npeIHOTO, BBIIPEKH
4e e MPUMaMJIIMBO No-jecHo. Taka 1ie npeanasuTe NpUsTeInTe Cu OT OBbACH] CIIaM.

AKO Topanu HSKakBa MPHYUHA IBPKHUTE Ja TPENpPaTHTE OPUTHHATHOTO MHUCMO, CIIOKETEe
anpeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOI OT moiyuyaTenuTe HAMa Aa
BUM aJIpecUTe Ha JpYyruTe monydarend. lIpumumHara ma ro m3mois3BaTe HE € Jla CKpHeTe
nojiyyaTeiauTe eIuH OT JpYyr, a Ja I'M IpeanasuTe, B cilydail 4e ajJpecHara KHHUra WM
€JIEKTPOHHATA TOIa HA HSIKOW OT TSAX CTaHe JOCThIIHA Ha CraM-00T (HampuMep Topaau
BHpPYCHA HH(EKIUSA Ha KOMITIOTHPA MY).

[Tewan6a ot notapusd: He cre cneuenwyin. CiaMbpuTe U3MOI3BAT HA-pa3InyHK IPUMaMIIMBH
3aryiaBusi Ha MHUCMaTa, 3a Ja HakapaT IoJlyyaTels Ja T'M OTBOpH. MHOro morpeOuTenu
HaWCTHUHA OTBApAT MOoJ00HU nucMa. Jlopu ciies; OTBapsHETO BeAHAra Jia ro U3TpUETe, CaMOTO
OTBapsiHE Ha MUCMOTO OM MOTJIO J1a OTBBP/H, Y€ AAPECHT € PeajieH U BUE CTE IO MOTYUYHIIH.

OtmnucBane OT OKOJIETHH, 32 KOWTO HE TIOMHHUTE Jia CT€ Ce€ 3amucBayid. YecTo cpemniad MeTo,
M3M0JI3BaH OT CIaMbpPUTE 3a HaMUpaHE Ha AaKTUBHUTE MOILIEHCKH aapecu. M3mpaima ce
OIOJIETUH C JIMHK 3a OTHUCBaHE (y)X) OT moyiydaBaHeTo My. OTHNHCBAliKU ce, BCHITHOCT
MOTPEOUTENAT MOTBBPIKIABA, Y€ W3IMOJ3BA IMOIICHCKATa KyTHsA, C KOETO BeJHAara BIM3a B



CIilaM JIUCTHUTC. BMeCTO Ja C€ OTIIUCBATC, 6HOKI/IpaI\/JITe HOHy‘IaBaHeTO Ha InIucMa OT TO3U
ajpec.

16. He otBapsiiTe mucma, KOUTO ca (GUIIMHT aTakd. Haii-7oOpusAT Ha4MH Aa ce 3alIUTUTE OT
(GUIIMHT aTaku € KaTo HUKOra He OTBapATe (UIIMHI MUCMa, HO YECTO € TPYAHO Jaa ce
pasno3Hae Koe mucMo € (uIuHr ataka. Moxere Ja ' pa3no3HaeTe Ho:

e OOpswuenuero ¢ ,,Dear Customer® wim ,,Dear User*, a He Bamero nme.

e B nucmoro muime, ye akayHTHT Bu mie Obae mpekpareH B ciydaid, 4e HE MOTBBPAUTE
naHHuTe cu He3abaBHO. (Hackopo cnambpuTe m3non3Baxa mogooeH noxsar koraro Ckain
ce cpuHa 3a 1 geH. PasnpocTpaHuxa cboOLIEHNS, Ye CKA|II 111€ YMCTU HEaKTUBHU aKayHTH
U Ce UCKalle Ja ce paslparTdu ChoOLIeHHE Ha MoHe 15 moTpebuTens, 3a Ja ce JOoKaxke
AKTUBHOCT. )

e lIMeWnbT UABA OT aKAyHT, MPWJIMYAIL, HO HE €IHAKBB C TO3HM, KOWTO M3MOJI3Ba U3BECTHA
¢upma, opranuzanus 1 ap. AKO HE CT€ CUTYPHHU JajH MUCMOTO € (PUIIMHT WM HE, Haii-
n00pe € J1a He OTBapsITe JMHKOBE, KOMTO ca IMyOJIMKYBaHU B HETO, a Jla HAIMIIETE Ha phKa
ajipeca Ha caiiTa, KOWTO BU € HEOOXOIUM.

e AKO cTe MOJYYWJIM TaKoBa IHCMO, 33 MPEIIOYHUTaHE € Jla OJIOKHpaTe ajapeca, OT KOUTO e
n3npareno. Koraro ro Grnokupare, Bue naBate ykazaHus Ha HMOIIEHCKHUAT KIMEHT, Y€ TOBA
e craMm H He TpsiOBa na ce npuema. [loBeuero noTpeburesnn odbade MpocTo U3TPUBAT ClIama
U TOH IPOIBIDKABA J1a UBA B KYTHSTA.

1 Tesn npasuna ca agantupanu 3a aeiinocrra Ha Tpero OV ,,Bpats MunauHOBH®, KaTO ca OCHOBAaHM U310 Ha [IpaBuara,
paspaboTeHu U npueTd oT JbpkaBHaTa areHUUs 3a 3aKpuila Ha AETeTO, B MapTHbOpPCTBO ¢ I'nmaBHa nupekuus ,,.bopba c
OpraHuM3upaHaTa NpecThIHOCT, HanmoHaneH NeHTsp 3a 0e30maceH HHTepHeT, MUHHUCTEPCTBO HAa 00Pa30BaHUETO U HayKarta,
Peruonanno ynpasieHue Ha obpasoBaHuero — Codus-rpaj, pbKOBOAUTENH Ha 0Opa3oBaTelHU MHCTUTYyHuH OT Chro3a Ha
paboTonarenure B cUCTeMaTa Ha HapoJgHaTa MpocBeTa B benrapus, CApyKeHHETO Ha TUPEKTOPUTE B CPEIHOTO 0Opa3oBaHUE
Ha PenyOnmka Benrapust.



